Abstract-In this paper, we presented a ciphering method whose target data is any kind of digital bit-stream. It uses a chaotic system as the main encrypting tool, MISR (MultiInput Signature Register), and shift-and-rotation function, all of which are exclusive-ORed with the plaintext. Also, it incorporates a cipher text feedback mode such that part of the previously ciphered data is fed back to encrypt the current data. The encryption block size and the amount of feedback data are different at each ciphering operation. Experimental results with the image/video date showed that this method has enough speed and encryption effect with negligible latency time. Thus, we are expecting it to have various application areas that need high speed stream ciphering with high security level.
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I. INTRODUCTION
CURRENT multimedia era should satisfy the users' demand for more information-implicative, more kinds of media, and larger amount of data. These satisfactions have made the communication of digital data become very common so that much of the data is private or contents on business, which in turn, needs to hide information inside the contents themselves. Also a various kinds of data compression techniques have been developed for various kinds of contents, which result in communicating various serial data streams through various wired/wireless networks. These compression processes include lossless and/or lossy functions. From the property of encryption that a single bit difference in a cipher text results in the whole information unrecoverable by de-ciphering, a stream ciphering method whose target data is the stream after compression is most proper for these multimedia data.
Encryption techniques are classified by several criteria. The first one is the kind of encryption key, which divides them into symmetric-key methods (DES, triple-DES, AES, etc) and public-key methods (RSA, ECC, etc) [1] . Another classification divides them into block cipher and stream cipher, which is by the amount of data to be encrypted each time. While a block cipher usually processes relatively large block of data, a stream cipher encrypts from one bit to several byte of data at a time.
So far, small amount of researches have been accomplished for stream ciphering compared to block ciphering. The representative researches are the ones using LFSR (Linear Feedback Shift Register) [2] , SEAL [3] , RC4 [4] , etc. The LFSR method has its inherent defect of low security level because of its linearity. SEAL was designed to fit to a 32-bit machine and its precomputation and look-up table of 3K bytes in size increases its complexity and processing time. It has been used more as a key-stream generator for a stream cipher. RC4 has enough key space but still uses linear function mainly although it includes a nonlinear function.
Chaos-based encryption systems have been purposed by many researches [5] [6] . In secure communication and transmission, the chaotic signal is used to ciphering information signals by a predefined arithmetic calculation. Extraction of information by a receiver is done by chaos synchronization. But the synchronization matching of the chaotic result between a transmitter and a receiver can be difficult and might be lost due to transmission noise. If the cipher text encrypted by a chaos-based system is involved in the data signal and included in the standard protocol or syntax, it is not required to consider the synchronization problem.
This paper is to propose a stream cipher method whose security level is high enough and processing time is low enough. For this, we adopt a chaotic system which is a nonlinear system. In data scrambling, both this system and a shift function are incorporated. Also we include a cipher text feedback mode. The size of encryption block and the amount of feedback are randomly chosen for each encryption.
II. CHAOTIC SYSTEM
A chaotic system is a deterministic nonlinear dynamic system [7] . The major property of it is that a small difference in the initial values makes huge difference as the function proceeds, which results in unpredictable convergence value if a certain condition is satisfied. This property increases the level of security in an encryption system dramatically. The size o be encrypted by a part of Register) wh its parallel i mode [1] . T the value fro From outp block would 
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V. CONCLUSIONS
In this paper, we proposed a stream ciphering scheme which uses a chaotic system, shift-and-rotation operation and cipher text feedback mode to enhance the security level. It is also characterized by the cipher block size and the amount of feedback bits in each ciphering iteration. These characteristics of the proposed cryptosystem increase the security level enough to be used in the applications which need high security level.
From experimental results, all the considered contents cannot be recognized after encryption with our method. It also has enough speed such as more than 20Mbps when the cipher block size is 16 bits, with the latency time of 0.7µs which is negligible.
Thus, we conclude this paper that the proposed scheme has enough security level and operational speed as a stream cipher method and we are expecting that it has various application areas in various kinds of stream data. 
